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Answer the following questions ALl Al paz e il

1- Translate the following terms (6 pts).

Data Protection Law Firewall Smart Contract
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Data Breach Malware Patch
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Decryption Payment Gateway Ransomware
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Compliance Vulnerability Anonymization
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2- Spread out the following acronyms (4 pts).

URL

English Arabic

Uniform Resource Locator (1 p) (1 p) 55kl 5)lell adign suzs
NAPPD

English Arabic

National Authority for the| icazidlcbladdlont abell 2l
Protection of Personal Data. (1 p) (1p)
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3- Reorganize the reference (2 pts)

Michael Geist, University of Ottawa Press Law, Privacy and Surveillance in Canada in the Post-
Snowden Era 2015, (ed), p. 88, vol.



Michael Geist (ed) ¥2, Law, Privacy and Surveillance in Canada in the Post-Snowden Era
Y University of Ottawa Press 2015 %2 vol 1 %2, p. 88. Y2

4- Fill in the gaps with the appropriate legal Terms (4pts).

Hacking, Identity Theft, Online Fraud, Data Breach, Unauthorized
Access, Imposing Penalties, GDPR, Cybercrime Laws

Cybercrime Laws % form a critical legal framework aimed at addressing illicit
behavior in digital environments. These laws target specific offenses, including
Hacking “2— the illegal intrusion into computer systems — as well as Identity
Theft %2, which involves stealing someone’s personal details to commit deception.
Another common offense is Online Fraud¥, referring to deceptive schemes
conducted over the internet to extract money or data. A major concern in this field is
Data Breach %2, defined as the compromise of confidential information due to
security failures. To ensure accountability, these statutes enable authorities to pursue
Imposing Penalties against violators. All these measures fall under the broader
umbrella of Cybercrime LawsY2.
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5- For each English sentence, choose the corresponding Arabic
definition; write the sentence number next to the letter (4 pts)
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v Unauthorized access to personal data is a cybercrime(2) (1 p)
v' Digital signatures are legally binding in most jurisdictions (4) (1 p)

v Encryption ensures the confidentiality of sensitive information (3) (1 p)
v Phishing attacks aim to steal users' credentials (1) (1 p)



